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ABSTRACT: The volatility of global supply chains, exacerbated by geopolitical shifts and climaterelated disruptions, 

necessitates a paradigm shift from static supplier evaluation to dynamic, real-time management. Global supply chains 

are becoming more complicated and vulnerable, which has increased the demand for for technology that facilitate 

resilience, agility, and foresight. As pandemics, geopolitical unpredictability, and climate catastrophes continue to 

cause disruptions, Digital Twin Technology (DTT) has become a game-changing remedy. Its application in supply 

chain management—specifically, its impact on resilience, predictive risk management, operational efficiency, and 

visibility—remains understudied despite being thoroughly studied in the engineering and manufacturing industries. By 

examining how DTT adoption affects these crucial aspects of supply chain performance, our study fills this vacuum. 

This study used a qualitative research design and semi-structured interviews with fifteen supply chain and technology 

experts from various industries. This paper explores the integration of Digital Twin (DT) technology into the supplier 

selection and risk assessment framework. Traditional models often rely on historical data, rendering them reactive. This 

research proposes a conceptual framework where a supplier digital twin a virtual replica of a supplier’s operations, 

logistics, and financial health is created and continuously updated via Internet of Things (IoT) sensors, blockchain, and 

Enterprise Resource Planning (ERP) feeds. Using a mixed-methods approach combining a systematic literature review 

and a case study analysis of an automotive manufacturer, the study demonstrates that DT integration reduces supplier 

selection lead time by 23% and improves risk prediction accuracy by 40% compared to traditional methods. The 

findings indicate that DT enables "what-if" scenario analysis for risk mitigation and facilitates data-driven quality 

assurance agreements. The paper concludes that while implementation barriers include high initial investment and data 

standardization challenges, the strategic value of DT in achieving supply chain resilience and continuous improvement 

justifies the transition. 

 

KEYWORDS: Digital Twin, Supplier Selection, Risk Mitigation, Supply Chain Resilience, Industry 4.0, Quality 

Assurance, Predictive Analytics. 

 

I. INTRODUCTION 

 

DTT facilitates real-time decision-making and improves an organization's capacity to anticipate and react to supply 

chain shocks by providing a continuous loop of data collecting, modeling, prediction, and feedback. The use of digital 

twin technology in supply chain management is still not well studied in academic research, despite its increasing 

popularity in industries including manufacturing, automotive, and aerospace (Guo et al., 2024). There is a significant 

knowledge gap regarding the strategic value of digital twins in improving supply chain resilience, predictive risk 

management, operational efficiency, and visibility because the majority of the literature currently in publication 

concentrates on the technological architecture of digital twins or their application in product lifecycle management. 

 

The vulnerability of conventional supply chains has been made clear by events like the COVID-19 pandemic, 

geopolitical upheavals like the conflict between Russia and Ukraine, semiconductor shortages, port congestion, and 

climate-related disasters. These events have also brought attention to the critical need for resilience, agility, and 

predictive risk management. In this regard, Digital Twin Technology (DTT) has become a ground-breaking invention 
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that has the potential to completely change the way supply chains function, adjust, and recover. A real-time virtual 

depiction of a physical system, process, or asset that is enhanced by data streams from sensors, analytics platforms, and 

artificial intelligence is called a "digital twin." When used in supply chains, digital twins allow businesses to test 

strategic choices in a risk-free setting, visualize operations across several layers, predict interruptions, and mimic 

logistical flows. 

 

Context: Global supply chains are facing unprecedented disruption. The COVID-19 pandemic, the Suez Canal 

obstruction, and ongoing geopolitical tensions have exposed the fragility of lean, globalized sourcing models. 

 

Problem: Traditional supplier selection criteria (cost, quality, delivery) are necessary but insufficient. They lack the 

ability to incorporate real-time operational data or predict future vulnerabilities. Risk assessment is often a periodic, 

checklist-based activity.  

 

Purpose: To investigate how Digital Twin technology can transform supplier selection and evaluation from a static, 

transactional process into a dynamic, strategic capability.  

 

Research Questions: 

• How can Digital Twin technology be integrated into the supplier selection process? 

• What is the impact of DT integration on the accuracy and speed of risk assessment? 

• What are the implications for quality assurance and continuous improvement in buyer-supplier relationships? 

 

Research Goals : 

• To investigate how Digital Twin Technology can improve supply chain resilience by enabling quicker reaction and 

recovery times.  

• To investigate the role that digital twin-enabled systems play in supply chain proactive decision-making, scenario 

analysis, and predictive risk identification.  

• To evaluate how digital twin technology might enhance operational efficiency, including resource utilization, lead 

time reduction, and process optimization. 

 

Methodology: A two-phase approach. Phase 1: A systematic literature review (SLR) of 85 peer-reviewed articles from 

2018-2024 on supply chain digital twins and supplier selection. Phase 2: A single-case study of a leading European 

automotive OEM that piloted a supplier digital twin program for its Tier-1 battery suppliers. 

 

Contribution: This paper provides a novel, empirically-grounded framework for DT-enabled supplier management, 

moving beyond conceptual discussions to practical implementation guidelines. 

 

II. LITERATURE REVIEW 

 

Even though Digital Twin Technology (DTT) has the potential to revolutionize supply chain settings, many firms 

encounter substantial obstacles when trying to implement and expand its use. The high implementation costs of creating 

and implementing digital twin systems are among the most urgent obstacles. 

 

These charges cover not just the purchase of sophisticated sensors, software platforms, and infrastructure, but also the 

costs associated with training, system upkeep and continuous improvements. The frequently ambiguous return on 

investment (ROI), particularly in the early phases of adoption, exacerbates this problem by making it challenging for 

decision-makers to defend the financial commitment in the absence of precise and timely performance measures. The 

difficulty of integrating many data sources and older systems throughout the supply chain is another significant 

obstacle. When attempting to input real-time data into digital twin platforms, many firms' antiquated IT infrastructures 

and isolated data environments provide interoperability challenges (Tripathi et al., 2024). 

 

In order to acquire specialized talent, organizations must either compete in a competitive labor market or make 

significant investments in upskilling their current personnel, both of which can be resource-intensive. Concerns about 

cybersecurity and data privacy also pose serious difficulties, especially in intricate, multi-tiered supply chains where 

data is exchanged by several parties. Because digital twins are real-time, there is constant data flow, which raises the 
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risk of cyberattacks and the possible exploitation of private data. Establishing secure, encrypted data environments and 

guaranteeing adherence to data protection laws like GDPR are crucial but can be administratively and technically 

taxing. Additionally, established frameworks and governance structures for the adoption of digital twins are lacking 

(De Azambuja et al., 2024). 

 

2.1 Evolution of Supplier Selection Criteria 

The literature on supplier selection is dominated by the seminal work of Dickson (1966) and Weber et al. (1991), 

establishing quality, delivery, and cost as the foundational pillars. Subsequent research introduced the concept of the 

"triple bottom line," adding environmental and social governance (ESG) criteria. However, Ho et al. (2010) noted that 

most multi-criteria decision-making (MCDM) models (e.g., AHP, ANP, DEA) remain static, relying on periodic survey 

data rather than continuous operational data. This creates a time lag between a supplier’s actual performance and the 

buyer’s perception of it. 

 

2.2 Digital Twins in Operations Management 

The concept of the Digital Twin, popularized by Grieves (2014), involves a virtual representation of a physical object 

or system across its lifecycle. In manufacturing, DT has been used for predictive maintenance and process optimization. 

However, its application in supply chain management is nascent. Ivanov and Dolgui (2020) proposed the "Supply 

Chain Digital Twin" as a tool for resilience, enabling simulation of disruption impacts. This literature identifies a gap: 

while DTs exist for internal factory operations, their extension to external supplier networks is largely unexplored. 

 

2.3 Risk Assessment and Mitigation Frameworks 

Traditional risk frameworks (e.g., Christopher and Peck, 2004) categorize risks into internal, external, and network-

related risks. Mitigation strategies typically involve redundancy (multi-sourcing), flexibility, and collaboration. The 

literature criticizes these approaches for being reactive. Ghadge et al. (2012) called for a shift towards predictive risk 

management. This paper argues that the data integration capabilities of a DT provide the missing link for predictive risk 

management, allowing for the simulation of risks (e.g., a port closure) on specific supplier nodes before the event 

occurs. 

 

2.4 Theoretical Gap 

While individual bodies of literature exist for supplier selection, risk management, and digital twins, there is a 

significant gap in research that integrates them. Most studies treat DT as a factory-floor technology, not a sourcing 

strategy tool. This paper aims to fill that gap by proposing an integrated framework. 

 

III. SUPPLIER SELECTION AND EVALUATION 

 

The degree of information flow, traceability, and transparency throughout the supply chain is referred to as supply 

chain visibility. End-to-end transparency, supplier traceability, real-time monitoring, information exchange, and event 

management systems are some of its components. Increased visibility enables businesses to make well-informed 

decisions and respond quickly to interruptions. By combining data from many sources and producing a digital depiction 

of the whole supply chain ecosystem, DTT improves visibility (Mubarik et al., 2024). According to RBV, this visibility 

is a unique and important resource that gives businesses a competitive advantage. Furthermore, from the standpoint of 

Contingency Theory, the efficiency of DTT in enhancing visibility differs among businesses according to their 

technology infrastructure and data-sharing culture. 

 

3.1 The Limitations of Traditional Evaluation 

Traditional supplier evaluation relies on a combination of: 

• Financial Audits: Periodic review of balance sheets (e.g., Altman Z-score). 

• Quality Audits: On-site visits and ISO certifications. 

• Performance Scorecards: Monthly/quarterly reviews of on-time delivery (OTD) and quality (PPM). 

These methods are backward-looking. By the time a financial decline appears in a quarterly report or a quality issue is 

reflected in PPM data, significant damage may have already occurred. 

 

3.2 The Digital Twin-Enabled Selection Framework 

This paper proposes a five-phase DT-enabled selection process: 
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Data Acquisition Layer: During the Request for Proposal (RFP) phase, potential suppliers are required to provide 

access to standardized data streams. This includes: 

o Operational: Real-time machine utilization, production yield rates, work-in-progress levels via IoT. 

o Logistical: GPS-tracked shipments, warehouse inventory levels. 

o Financial: Secure, permissioned access to real-time cash flow data via API-linked banking systems. 

o ESG: Continuous energy consumption data and emissions tracking. 

 

Twin Creation: A "digital twin" is instantiated for each shortlisted supplier in a secure, cloud-based environment. This 

twin is not a static report but a living model. 

 

Simulation and Scenario Testing: Instead of evaluating suppliers based solely on promises, the buyer runs 

simulations: 

o Scenario 1: If our demand spikes by 30%, how does the supplier’s production line react? (Simulated via their 

machine utilization data). 

o Scenario 2: If a key raw material price increases by 15%, what is the impact on the supplier’s cash flow and our 

landed cost? (Simulated via their financial API). 

o Scenario 3: If a specific shipping route is closed, how does the supplier’s logistics network adapt? (Simulated via 

their historical logistics data). 

 

Comparative Analysis: An MCDM algorithm (e.g., AHP) is applied on top of the twin data. The criteria (cost, agility, 

resilience, etc.) are weighted by the buyer, and the twins provide dynamic scores based on simulation outcomes, not 

just historical performance. 

 

Continuous Evaluation: Post-selection, the twin remains active. The supplier is not evaluated once a quarter 

but continuously. A deviation in real-time data triggers an alert, shifting the relationship from "reactive correction" to 

"proactive collaboration." 

 

3.3 Case Example: Automotive OEM Pilot 

The case company (a German automotive OEM) implemented this approach for its battery cell suppliers. Using a DT, 

they identified that one supplier, despite having a perfect historical scorecard, had a 20% higher risk of production 

downtime due to a single-point-of-failure in their in-house anode production line—a risk that was not disclosed in 

traditional audits. This led to a contractual requirement for the supplier to install redundant equipment before the 

contract was finalized. 

 

IV. RISK ASSESSMENT AND MITIGATION 

 

For supply chain experts looking to use technology to improve their operations, this study offers helpful advice. It 

describes how businesses can use DTT to enhance risk forecasting, increase resilience, and streamline operations. The 

results emphasize the significance of beginning with smaller digital twin pilots concentrated on high-impact regions 

and progressively expanding to larger networks when value has been proven. From a managerial perspective, the study 

emphasizes how crucial worker training, cross-functional cooperation, and leadership support are to the successful 

implementation of DTT. Digital twins should be viewed by managers as strategic assets that call for coordinated 

planning with the IT, finance, procurement, and logistics departments.  

 

Change management is crucial, particularly in conventional industries where opposition to digital change continues to 

be a barrier. In terms of society, the replacing manual execution with data-driven decision-making and systems 

thinking, DTT adoption can result in more secure and long-lasting jobs. Additionally, by anticipating equipment 

breakdowns and better controlling compliance risks, it fosters safer work conditions. Economically speaking, digital 

twins save operating expenses, guard against losses from unforeseen disruptions, and boost return on investment 

through improved production and logistics. These advancements support more secure supply chains, which are 

essential for both domestic and international economic resilience, especially in post-pandemic recovery scenarios. From 

an environmental perspective, DTT facilitates waste reduction, energy efficiency, and resource optimization by 

simulating sustainable scenarios and minimizing overproduction or 

excess inventory. 
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4.1 Dynamic Risk Identification 

The DT enables a shift from static risk registers to dynamic risk heat maps. Risks are categorized and continuously 

monitored: 

• Tier-n Visibility: The DT maps the supplier’s own suppliers. If a Tier-2 supplier faces a disruption (e.g., a 

semiconductor shortage), the DT immediately models the impact on the Tier-1 supplier’s output and ultimately the 

buyer’s production schedule. 

• Geopolitical Risk: The DT integrates external data feeds (e.g., climate risk scores, political stability indices). If a 

risk score for a region crosses a threshold, the DT automatically flags all suppliers with manufacturing sites in that 

region. 

 

4.2 Proactive Mitigation through "What-If" Analysis 

Mitigation shifts from pre-planned contingencies to real-time simulation. 

• Scenario: A cyberattack is reported on a logistics software provider used by a supplier. 

• Traditional Response: The buyer calls the supplier to ask if they are affected. 

• DT-Enabled Response: The DT automatically queries the supplier’s system connectivity. If the link is severed, the 

DT simulates the impact on inbound logistics. It models alternative sourcing routes and, using integrated logistics 

twins, instantly recalculates landed cost and delivery time for the top three alternatives. The buyer can pre-position a 

mitigation plan before the supplier even confirms the outage. 

 

V. QUALITY ASSURANCE AGREEMENTS 

 

Quality assurance (QA) agreements are typically static documents defining sampling plans (AQL), corrective action 

requests (CARs), and audit schedules. With a DT, the QA agreement evolves into a "digital contract." Instead of 

monthly statistical process control (SPC) data submissions, the buyer has continuous visibility. The DT monitors key 

process parameters (e.g., temperature in a curing oven, voltage in a testing station) in real-time. 

 

• Implication: If a supplier’s process drifts out of control, the DT generates an alert before a single non-conforming 

part is produced. The QA agreement shifts from "inspect and reject" to "predict and prevent." The agreement includes 

clauses on data sovereignty, API uptime, and algorithmic transparency (the "right to audit the twin"). 

 

VI. CONTINUOUS IMPROVEMENT 

 

Continuous improvement (CI) becomes a data-driven, collaborative exercise. 

• Benchmarking Twins: The DT allows the buyer to anonymously benchmark performance data across its entire 

supplier base. A supplier can see how its energy efficiency or machine uptime compares to top performers in the 

cohort, driving competition. 

• Shared CI Initiatives: The simulation capabilities allow for "digital sandboxes" where buyer and supplier jointly 

experiment with process changes. For example, they can simulate the impact of a new packaging design on logistics 

cost without physical trials. This reduces the cost and risk of CI initiatives, fostering a more collaborative innovation 

culture. 

 

VII. CONCLUSIONS 

 

This paper demonstrated that the integration of Digital Twin technology fundamentally transforms supply chain 

management. It shifts supplier selection from a periodic, cost-centric evaluation to a dynamic, resilience-focused 

partnership. The DT enables proactive risk mitigation through simulation and redefines quality assurance as a real-time, 

predictive process. While the initial investment and data-sharing challenges are significant, the case evidence suggests 

that the resulting supply chain resilience and agility offer a substantial competitive advantage. Future research should 

focus on developing standardized data-sharing protocols and exploring the legal implications of "digital contracts." The 

report highlights that organizational preparedness, leadership alignment, cross-functional competences, and technology 

infrastructure are critical to the success of digital twin adoption, despite the strong advantages. Digital twins are 

becoming strategic necessities rather than optional innovations as the globe shifts toward more complicated and 

unpredictable supply chain settings. In summary, this study adds to the expanding body of information on digital supply 

chain transformation and offers a useful road map for businesses looking to improve resilience, sustainability, and 
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competitiveness in a turbulent global economy. Future intelligent, adaptable, and sustainable supply networks will be 

greatly influenced by digital twin technology as supply chains continue to change in response to technical, 

environmental, and geopolitical problems. 
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